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Sovereignty

Political term - No firm definition
• About territoriality, jurisdiction, 

nation states, the people
• External legitimacy
• Internal legitimacy



Digital Sovereignty
Digital Sovereignty

i.e., the ability to decide and act 
autonomously on the essential digital 

aspects of our longer-term future in the 
economy, society, and democracy. 



Data Sovereignty

Data Sovereignty
having control over the storage and 
processing of data and over who has 

access thereto



Digital Sovereignty

Data Sovereignty
having control over the storage and 
processing of data and over who has 

access thereto

September 2020
Commissioner Thierry Breton: 

“European data should be 
stored and processed in 

Europe because they belong in 
Europe”
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Why under threat?

• Critical infrastructure –
real world impact

• IP theft – economic impact
• Digital extortion -

ransomware
• Misinformation / fake 

news - internal legitimacy
• Critical functions, like the 

courts –Internal legitimacy

CYBER THREATS
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Why under threat?

• Digital technologies are 
battlefield for global 
supremacy (AI, 5G, chip 
technology)

• Also Apps & Data! 

TECH COLD WAR

• Critical infrastructure
• IP theft
• Digital extortion
• Misinformation / fake 

news

CYBER THREATS



America first? 
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Why under threat?

• Digital technologies 
are battlefield for 
global supremacy (AI, 
5G, chip technology)

• Export restrictions

TECH COLD WAR

• Best in Class (cyber security)
• Market dominance US 

hyperscalers (65%) 
• Vendor lock-in (lack of 

interoperability & portability)
• All EU data in U.S. clouds
• Access to data foreign 

nations (Schrems II)
• Hoovering up start-ups

BIG TECH 

• Critical infrastructure
• IP theft
• Digital extortion
• Misinformation / fake 

news

CYBER THREATS



Reality check EU 
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Ursula von der Leyen - inaugural speech



Angela Merkel – kick off EU presidency

U-TURN



Angela Merkel – kick off EU presidency

U-TURN

GAIA-X
• Standards for 

interoperability 
• Offer choice 

where to store
• Data spaces



Is it all about the data?
It is about control about economic ecosystems

• Large-scale use of data analysis by means of AI requires enormous 
computing power

• The cloud infrastructure required will be become the foundation of 
the EU innovation knowledge infrastructure

• Lack of control over key technologies (like AI) introduces new 
dependencies

• AI may facilitate cyber-attacks by allowing existing vulnerabilities to be detected 
and exploited automatically and on a large scale. 

• But also automatically detect and restore vulnerabilities in software. 
• Post-quantum cryptography should ultimately enable data encryption that can 

withstand attacks using the computing power of a quantum computer. 
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GDPR considered a success
- 118 countries GDPR style legislation (India, Australia, Brazil…)
- Export of GDPR in free trade agreements (Japan, Israel, New Zealand)

15



Also for AI? 
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GDPR protects data, not our economic ecosystem
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‘Referees never win the match’
• Rules do not protect
• Innovation is on regulatory compliance itself
• GDPR requires “Explainable AI”
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Schrems II
• ECJ: data transfers to U.S. require additional safeguards
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Homomorphic encryption 
encryption allowing operations to 
be performed on the data without 

first having to decrypt it. 



Time for strategic decisions
Every project: there is no good alternative

If we keep going: there will never be a good alternative.. 
The tragedy of the Commons

Example: 
• The Netherlands has no national cloud strategy 
• Various pieces of cloud guidance: addressing specific dependencies

Digital sovereignty
• Safeguarding autonomy not only for specific system/supplier
• Larger scope of economy, society and democracy
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Reality check on digital autonomy
• It is not about self-sufficiency (not even for the EU)
• No one has a good idea how much it will cost

Research and industry Agenda

• What are the current and future critical technologies?
• What is the infrastructure we need for that?
• How do we get the data?
• What are our one-sided dependencies? 
• Strength at home, is strength internationally…
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Reality check on digital autonomy

EU strategy:
• What do we need to have ourselves
• What do we need to protect?  
• Strategic partnerships with interdependencies 

• = open strategic autonomy

Member states: which elements are WE going to focus on
• …that play to our strengths
• …that fit into EU research agenda
• …that fit our key economic sectors

Then decide: how much investment is required…
Conundrum: why do not all MS participate in GAIA-X?
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How to pursue strategic autonomy?
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EU and (digital) strategic autonomy
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NIS Directive (update coming!)
GDPR

FDI Regulation
(Battery initiative)

Much of EU R&D
5G, IoT
ICANN

UN Cyber Diplomacy


