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Al and the state
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States and Sovereignty

International Relations 101



What is sovereignty of the state?
- territorial — institutional — foundational -

‘Territorial’ : ‘what belongs to us’

* territory, natural and digital resources, values, culture, people
‘Institutional’ : ‘how is the state organized’
* trias politica, constitution, treaties, ...

‘Power’ or foundational: ‘who has the power’ and authority

* internal legitimacy between state and citizens
e external legitimacy between state and foreign states

Sources: Adler-Nissen (2008), Biersteker (2012), Bickerton (2022)



Sovereignty

1576 1648 1689-1762 1945 1955 Post-1945 1996 2000s
Bodin Peace of Locke, Rousseau UN Charter EU India, France Cyberspace One China
‘the Westphalia popular Respect Shared, pooled Strategic Splinternet
sovereign’ sovereignty, social Sovereignty  sovereignty autonomy Economic security
contract but...

Picture: Armistice. (2022, August 19). In Wikipedia. https://en.wikipedia.org/wiki/Armistice



International relations theories

* Realist

Anarchy of states, security dilemma, state of war is ‘natural’, hegemons
* Liberalist

There is more than states, cooperation is possible
* Constructivist

‘It depends’ on human nature, identity, meaning, relations, socialization
* Others

Mercantilism, Historic Materialism/Marxism, ...
* More...

International Law, theories of power, ...



Source: Timmers (2019); Kello (2017)
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Why is sovereignty so much a concern today?

International
tensions

War

Sovereignty
gap

Digital Global threats

disruption Cybercrime,
Big Tech Climate, Pandemics
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Defending sovereignty
by
Building strategic autonomy

e Strategic autonomy is the Control, Capabilities and Capacities (C3) to
decide and act on essential aspects of economy, society and democracy

* How to build or strengthen strategic autonomy?
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Strategic autonomy - How?
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Defending sovereignty -
by means of

Strategic Autonomy

* Strategic autonomy is driving foreign, defence, security, industrial,
trade, market and other policies

* USA: Chips & Science Act, Inflation Reduction Act, export restrictions
* EU: Chips Act, Digital Markets Act, Critical Raw Materials Act, Economic Security
e China: Semiconductors, Al, Batteries, ...
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State, Citizens and Al

The internal dimension of sovereignty in the age of Al



‘The government and you’
- internal legitimacy in the age of Al -

* National assets ~ ‘data is ours’

* Public services, Al-enabled government
* Justice

* Democracy

* Public order and internal security

* Hard and soft infrastructures of economy, society, democracy

e Critical infrastructures like water, energy, transport, ...
* Education, functioning of markets, environment, ...

14



Al and Government

Amsterdam smart city

e-Estonia AI he|pS JUdgeS deC|de COUrt
cases in China

EU reveals new cybersecurity strategy with
plans for a joint unit and an Al-enabled Cyber
Shield

* g K

European
Commission

. Policy support
Taiwan chatbot 15

Picture sources: Tweede Kamer, WWCSC, Der Standard, Deutsche Telekom, NSCAI, FT



Al deployment vs service functions

Most commonly adopted Al use cases, by function, % of respondents’

W Service operations? M Product and/or service development Marketing and sales B Risk

24

Service operations optimization

Customer service analytics 19

Customer segmentation 19

MNew Al-based enhancements of products _ 19
Customer acquisition and lead generation 17

Contact-center automation 16

16

Product feature optimization

Risk modeling and analytics 15

Figure 2 Most commonly adopted Al use cases (McKinsey)
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Al and Government

UK government seeks expanded use
of Al-based facial recognition by

~

l.-'brlnmmuuﬂ" ll DEI.S Mlss F[]UR []UT UF pollce
VL GITILU AEN A 1P | —
UK children at risk Move comes after privacy campaigners and
independent academics criticised
Warum das AMS keine Kl auf dsterreichische technology for being inaccurate

Biirger loslassen sollte

Verslag - Parlementaire ondervragingscommissie Kinderopvangtoeslag

Ongekend onrecht Austria job market

NL child benefits fraud

_M_

FT, 30.8.23
Al SNAKE OIL

NCSC: Chatbot ‘prompt injection’ attacks pose growing security risk

AlNews, 30.8.23
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Picture sources: Tweede Kamer, WWCSC, Der Standard, Deutsche Telekom, NSCAI, FT; Waller/Timmers Controversial Classifiers



How to do Al in government in a good way,
and not endanger internal legitimacy?

God Gave Physics the Easy Problems:
Adapting Social Science to an
Unpredictable World

STEVEN BERNSTEIN, RICHARD NED LEBOW,
JANICE GROSS STEIN and STEVEN WEBER

European Jowrnal of International Relations Copyright © 2000
SAGE Publications, London, Thousand Oaks, CA and New Delhi, Vol. 6(1): 43-76
(1354-0661 [200003] 6:1; 43-76; 011742) 18
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Framing Al and Government as a case of e
Social and Technological Construction

Code = Law
Social ) Incompatible Al [ Technological
construction construction
‘Hacking’ the law Technology is not
neutral
e Human

Coevolution
Perspectives &

on Digital
Humanism

19

Sources: Berger & Luckmann (1966), Lessig (200), Cohen (2017), De Filipi (2019), Timmers in Perspectives on Digital Humanism (2022) ; Edward Lee, Coevolution (2020)



Monitoring

Responsible Al in Government

Regulating
(soft and hard)

Al

Inclusive growth, sustainable
development and well-being

Transparency and explainability
Robustness, security and safety

Accountability

)) OECD

oD BB EE

Human-centred values and fairnes

Best practices
in governance

of Al

Telefonica's /|
governance & MANAGEMENT
model for & AND CONTROL
responsible use &

S : 4

mnnemm

IDENTIFICATION AND REGISTRATION OF Al
SYSTEMS AND IMPLEMENTATION OF

REQUIREMENTS

INTERNAL AUDIT

TRAINING AND AWARENESS

Aprobado el estatuto de la Agencia
Espaiola de Supervision de la

Inteligencia Artificial i_
W

Design support

Standards

Model cards
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The international system of states,
and Al

The external dimension of sovereignty in the age of Al



International relations and Al

* Diplomacy & Intelligence
* Defense / Military
* International Governance

e Power
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Al for Diplomacy and Intelligence

What ChatGPT Can and Can’t Do for Intelligence

LAWFARE 6June 2023

“Tell me what you don’t know.”

f Premeditated deception \
FRANCE (AI) -> GERMANY : DO you want
to go to the North Sea or should I?

" GERMANY -> FRANCE (A1) : 1'11 do
[North] sea if that's good with you
\

b e e -

FRANCE (AI) -> ENGLAND : Would you
Tike support into Belgium? If you

agree not to build F Lon I'11
Aﬁf::;‘suooort the North Sea there
-
ENGLAND =-> FRANCE (AI) : sounds great
to me
.

FRANCE (AI) -> ENGLAND : Okay,
supporting you there!

b e s - -

g_zV_/;/

FRANCE (AI) -> GERMANY : Move to the
North Sea, England thinks I'm
supporting him

CICERO Al makes a commitment that
it never intended to keep.

Playing as France, CICERO conspired
with Germany to trick England.

After deciding with Germany to
invade the North Sea, CICERO told
England that it would defend England
if anyone invaded the North Sea.

Once England was convinced that
France was protecting the North Sea,
CICERO reported back to Germany
that they were ready to attack.

23



Al & military / defense

Palantir, a data firm loved by
spooks, teams up with Britain’s
health service

Ukraine’s cyber-teams duel The cgntract to help stem covid-19 will cause a stir. But if the work is done in the
open, it could be a boon

with Russians on front
lines

In 18 months of war, Ukraine has
learnt new ways to integrate
technology into the modern
battlefield.

E E 6.9.23

S5
a\’\?

- “Blpomberg

The 26.3.20

Economist

Autonomous hypersonic weapons
https://www.osti.gov/servlets/purl/1465637 24



International Governance of Al

EU Al Act
EU Action Plan

= , Al Bill of Rights Blueprint

NIST Risk Assessment F/W

Pro-innovation approach to Al regulation
(consultation)

Regulation on Recommender Algorithms
Measures to Regulate Generative Al (draft)

|« OECD Al Principles

i « G20 Al Guidelines

* UNESCO Recommendation on Al Ethics
i « CoE Al Convention (prep)



Al & Good Global Governance

_ Marotind the worlg for the prévention
and mitigation aldiSihformation, misinformation --and\é

: - \
hate speech. 4 R __ T

- ’

b /
\" : ’
) “‘x “ xR . - »

UNDP 6.6.23

OpenAI’s CEO Goeson a
Diplomatic Charm Offensive

Sam Altman’s global travels may be more opportunistic than altruistic.
Foreign Policy, 20.6.23

It’s time to let go of the global
internet dream

Whos e AI ReVOIUtion? Democracies must step up and regulate the online world as it is, rather

° . than how they want it to be
Project Syndicate
Sep 1, 2023 | ANU BRADFORD MARIETJE SCHAAKE




Power of Computing

Computation used to train notable artificial intelligence systems

Computation is measured in total petaFLOP, which is 10** floating-point operations.

LINEAR &’ Select systems

10 billion PaLM (540B) .. Task domain
- " B Drawing
AlphaGg Mziste‘r, M Drivin
100 million T %¢ B CGomes
GNMT 538 o
) ° B Language
-~ e .0, :
Y.OL@V3: B Other
GT% % es e M Speech
VGG16 e ®%e © peec
= 10,000 j . M Vision
g g)rogg‘ut’(lmageNet) B Other
% 100 .KNS LM:+.R.NN gOO/lO‘(WSJ)
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2 NPLM e o . .
g 1 @ .lmage generation
S Decision tree (classiﬁcah%n) °
2 .TD-Gammon .LSTM ® &
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- [ ]
'_
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0.0001 NetTallg °

.Fuzzy NN System 11
@
.Back-p.ropagatlon

Apr1, 1980 Sep 4, 1992 Aug 18, 2003 Jul 31, 2014
Publication date

<0.00001 .Neocognitron

Source: Epoch (2023) OurWorldInData.org/artificial-intelligence e CC BY
Note: Computation is estimated based on published results in the Al literature and comes with some uncertainty. The authors expect most of these estimates to be correct
within a factor of 2, and a factor of 5 for recent models for which relevant numbers were not disclosed, such as GPT-4.



Power of Private Sector

Percent of the 10 biggest Al models that are from industry
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Deploying hard and soft geopolitical power
with Al techno-industrial ecosystems

Standards
Market and sector regulation
Public procurement, e.g., military

Ownership GOVERNMENT
Investment

Export controls

Lobby Antitrust (or not)
SUPPLY / \
CONDITIONS
- data
' DEMAND
- computing Al INDUSTRY CONDITIONS
- chips
- talent/people
- critical materials k /
/" RELATED
INDUSTRIES
- platforms
- data curation

A )




Hard and Soft Power

Weaponized Interdependence: How Global Economic Networks Shape State
Coercion

Henry Farrel, Abraham L. Newman Microsoft to move top Al experts from China to
new lab in Canada

e Structure of the network = political power
Security

Beijing-based researchers apply for visas fo move to Vancouver amid geopolitical tensions

FT, 10.6.23

Interview Artificial intelligence

US should use chip

pantopticon choke point leadership to
enforce Al
AN o standards, says
& Swift Mustafa Suleyman

Inflection chief wants sales of Nvidia chips that
dominate artificial intelligence tied to safe use
pledges
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Sources: Adam Simpson, NYT 18.7.13 (panopticon), FT 1.9.23



Digital Humanism and shaping
sovereignty in the age of Al

Old questions revisited, New challenges arising



A scientific, educational, and advocacy living lab
for humanism in the age of Al

Democracy in the world
When geopolitics and bigtech win,

Ethical Al to strengthen legitimacy democracy loses

Human-Techno-Social by design
International techno-politics

. Emerging scientific discipline
Citizen — State 'contract’

Techno-optimist, Techno-pessimists, Al for peace

It depends’ Al that is hard to weaponize,
interoperable, decentralized,
distributed, inclusive

32
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Time to discuss...

SirkESS

"My desire to be well-informed is currently
at odds with m y desire to remain sane.”

Credits: David Sipress, https://www.davidsipress.com/cartoons; McNamee, New Yorker, 2017



https://www.davidsipress.com/cartoons
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